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1.0 Introduction. Conceros is a software environment comprised of proven technologies
to solve complex problems in information sharing. In order to facilitate effective information
sharing in complex applications such as real-time situational awareness, collaboration,
communication, command & control and other real-time applications, Conceros applies
optimized connection, compression and transmission techniques to all video, audio and data
streams. In order to achieve exceptional performance and reliability, Conceros has been
developed in highly optimized ANSI C++ and can be implemented on most platforms including
computers, handheld PDA’s, devices and other components with appropriate C++ compilers.
Conceros is not dependent upon any operating system and can be implemented in Windows,
Linux, Mac OS X and other environments. All Graphics, including the GUI, are handled using
OpenGL, so that even the display of a program window does not utilize the underlying operating
system framework. This allows the code to be extremely portable. By using Conceros ,
applications can be built to share video, voice and data between multiple platforms. These end-
user applications are discussed later in this document.

The fundamental building block of Conceros is the node. Everything within Conceros is built
from nodes, from the simplest number to a complex network device. Every node can be made
aware of and interact with any or all others, not only within an application or on a single
platform, but even across a network. Therefore, every device on a packet switched network
becomes a node and contains the functionality needed to seamlessly integrate with other
nodes. Nodes send and receive signals to communicate with each other, allowing for
performance similar to a real-time operating system. By controlling devices in this way,
Conceros becomes a virtual network operating system with the ability to control such things as
bandwidth usage, compression, encryption, authentication, journaling and other features all
based on predetermined rules which reside in a policy server.
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2.0 Functionality. Conceros reduces the complex processes involved in the
sharing of video, voice and data across packet switched networks into common
components which are in turn optimized for compression, transmission,
processing and visualization. This allows for exceptional performance in many
areas including video and audio conferencing across the public internet with
latencies of less than 50 milliseconds — all accomplished completely in software.

2.1

2.2

2.3

24

Video. With the highly optimized architecture implemented within Conceros ,
real-time video is delivered at unprecedented speed with low latency. By
optimizing the use of Transmission Control Protocol (TCP), User Datagram
Protocol (UDP), and compression algorithms, latencies of less than 50
milliseconds are achieved entirely in software. Other video conferencing
systems of similar performance rely on proprietary hardware to accomplish
similar results. Applications can exhibit multiple video feeds at the same time in
a “Hollywood Squares” format without the need for buffering.

Audio. Audio is handled in a similar way to video, in that the optimizations
implemented in Conceros allow for an extremely efficient means of transmitting
audio information to multiple users. An audio conference can be initiated with the
video conference and each packet of audio is synchronized with the video so that
the video and audio are always in sync with each other. Multiple Audio streams
are joined together utilizing the technology so that group conversations of
hundreds of people can be accomplished. By use of radio gateways, Conceros
allows VHF, UHF and mobile packet radios on multiple frequencies to
communicate with each other and also with any other device on the network such
as a computer at a command and control center. The audio feeds from
Conceros are also completely voice activated. By using background filter
technology, packets of audio are transmitted only for audio above the
background level. This allows extremely efficient use of network bandwidth.

Data. Conceros provides an interface to legacy database systems via a “data
gateway”. This technology has been installed and operating in the oil and gas
industry for over five years and allows for the extraction of data from most data
sources including Oracle, SQL Server, Access, Excel, flat files and proprietary
databases. The data gateway is set up by the database administrator and
contains the schema, data dictionary, data access restrictions and other
information about the databases. Information from different databases can be
combined within an overall schema developed by the database administrator.
Data is then obtained through this gateway by requests over the network. The
structure of the data and the complexities of retrieving the data are accomplished
by the data gateway and data is returned across the network to fulfill the request.

Mapping. Conceros utilizes its own mapping engine which is based on OpenGL
and other open standard technologies. Mapping is limited to display and query of
information on the maps including vector and raster information in multiple
coordinate systems. Unique to Conceros is an adaptive clustering technique
that groups multiple data points into blocks as the user zooms out and then
separates the points as the user zooms in. This is extremely effective in
applications such as real-time situational awareness where the user must
simultaneously visualize thousands of data points.
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2.5 Collaboration. Utilizing the video, audio, data and mapping functionalities of
Conceros , collaboration tools have been built and are commercially available.
These collaboration tools are extremely effective for video and audio
conferencing, sharing of various file formats and utilizing other features such as
chalkboard during the collaboration session. One unique difference about these
collaboration tools is what is termed “parallel collaboration”. Parallel
collaboration allows multiple users to have input at the same time rather than
having to take turns to contribute. Thus multiple users can draw chalk on a
satellite image or scroll through a video clip all at the same time. The technology
even allows multiple users to manipulate a single object at the same time such
as grabbing different points on a complex curve and manipulating the shape of
the curve. All changes are visible to all participants in the session. Lastly,
sessions of multiple people can be joined together into one conference

seamlessly.

3.0 Supported Platforms. Conceros has been developed in standard ANSI C++ with no
dependency on any operating system. It can be installed on virtually any system that
has a C++ compiler. It can work on virtually any operating system including Windows,
Mac OS X, UNIX, Linux and other platforms. A Java based version is anticipated to
handle devices without C++ compilers.

4.0 Architecture
4.1 Node Architecture. One of the unique features of Conceros and what

separates it from other technologies is that it utilizes a node architecture for all
processes on the network. Each node represents a device, process or data item;
is uniquely identified; and can interact with other nodes. Nodes interact with
each other directly and can also work together collectively as a group. The
interaction between nodes is governed by rules and connection information that
are provided by policy and presence servers. These server processes can be
distributed redundantly across a network for added stability. In this way, a true
peer to peer topology is established that promotes the stability that is required in
military and first response applications.

4.2 Packet Delivery. Conceros optimizes the way in which packets of information
are compressed and delivered by efficient use of CODECs and intelligent use of
the TCP and UDP protocols. This allows for near real-time operating system
applications and collaboration of unprecedented performance entirely in
software.

4.3 Open Standards. The Conceros architecture communicates and stores
information using eXtensible Markup Language (XML). Open standards
protocols and technologies are utilized throughout the architecture.

5.0 Client Processes. Each Conceros node inherits capabilities that allow it to efficiently
interact with other nodes. Client processes are created by combining nodes in unique
configurations to provide the desired functionality. The following are some of the
important capabilities inherent in Conceros nodes.
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5.1 Authentication. Users and devices are authenticated by the Conceros C°
server before being allowed to interact with other nodes.

5.2 Policy. Each node is governed by policy for such things as use of bandwidth,
permissions and other criteria. An example would a policy which allows specific
nodes to consume bandwidth and communicate directly with other nodes, while
preventing others from doing so. Policies may be changed dynamically, which is
useful in disasters or for applications of controlling bandwidth usage during
periods of high usage.

5.3 Bandwidth Control.  The amount of communication or processor bandwidth of
each node can be specified and controlled.

54 Encryption. Each node can employ standard encryption technologies including
the Advanced Encryption Standard (AES) or Triple DES technologies.

5.5 Journaling. Nodes have the ability to record a journal of their activities and state
changes. For example, a radio node can journal the date, time and duration of
transmissions.

5.6 Persistence. Nodes can preserve their state and data, including recording of
video, audio and other data, to permanent storage for later use.

6.0 Server Processes. Server process nodes are necessary for coordinating and/or
controlling nodes on the network for such things as presence, authentication and policy.
These servers can be distributed throughout the network for redundancy and stability.
6.1 Presence Server. The Presence Server monitors the presence or absence of

devices or nodes on the network and allows nodes to easily detect and interact
with other nodes.

6.2 Policy Server. The Policy Server maintains the rules which govern the
interaction between and among nodes.

6.3 Cc* Server. Derived from military Command, Control, Computers and
Communications (C*) concepts, this server handles all aspects of command and
control of nodes on a network, including distribution and routing of commands,
and responses, maintaining system state information, storing and maintaining
journals of events and configuration information to communicate with and
operate remote devices.

7.0 External Interface (Interoperability). All Conceros nodes on a network are completely
interoperable. Conceros can also provide interoperability with devices that do have
Conceros incorporated into their software or firmware by converting Conceros signals
into the control codes and communication parameters supported by device, either
through a direct network connection or through an interface converter such as an
Ethernet to serial converter.

7.1 Devices
7.1.1 IP Based. IP based devices such as IP Cameras can be accessed

directly over the network by sending commands and receiving
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8.0

7.2

7.3

information and data streams from the devices. Conceros maintains
the necessary device communication parameters either on the device
if Conceros can be imbedded on the device or within the C* server by
device based upon IP address and device type. Conceros signals
are then translated into the device commands and transmitted
accordingly. Information and data streams are then translated and
transmitted to the appropriate nodes on the network.

7.1.2 Non IP Based. Non IP based devices are handled similarly to IP
based devices, but also include a hardware conversion from Ethernet
to the communication media used by the device, such as Ethernet to
CANBus and Ethernet to Serial converters. Control of these devices
is handled by the Conceros C* Server or on the conversion hardware,
if a subset of Conceros can be loaded on the converter.

Radio / Telephone. Radio and Telephone interoperability can be handled by
use of a radio gateway in which analog signals are converted to IP Packets by
the gateway. This allows Conceros to control the IP Packets of data at the radio
gateway and add functionality such as encryption and broadcasting over the
network. By installing Conceros on the radio gateway or by use of the C*
Server, radios and telephones become part of the Conceros node architecture —
allowing interoperability across multiple bands and frequencies as well as across
the network. Newer radio and cell phones may allow for incorporation of
Conceros on the device itself, eliminating the need for a radio gateway if the
device is IP enabled.

Databases. Databases are handled through the Conceros database gateway,
which hides the complexities and access parameters of the underlying data
sources from the data consumers/providers. Thus each Conceros data gateway
becomes a node on the network and can interact with other Conceros nodes.
The database gateway is configured by the database administrator including
schemas, access permissions, available data and other parameters.

Applications.

8.1

8.2

First Responders. Conceros technology is useful for First Responders
because it provides a secure, reliable, redundant and scalable technology for
sharing of information in a crisis. A total interoperable solution provides for radio
to radio interoperability, radio to device interoperability, video conferencing,
collaboration and sharing of information on computers and handheld devices.
The system is redundant in that the nodes on the network interact with each
other utilizing peer to peer technology governed by distributed, redundant server
processes.

Homeland Security. Homeland security benefits from the technology in ways
similar to First Responders with the added benefit of secure, encrypted
monitoring of multiple cameras, sensors and devices from virtually any location.
Applications such as border security and port security benefit from the ability to
interface with IP and non IP based monitoring devices. By combining sensor and
surveillance data with diverse data sources through the Conceros database
gateway, the detection and prevention of hostile acts can be enhanced and
expanded.
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9.0

8.3 Department of Defense. Department of Defense combines the benefits
Conceros provides to First Responders and Homeland Security with real-time
command and control of devices on the battlefield. Because of its ability to
provide real-time command, control and communication, Conceros facilitates the
coordinated operation of military assets on the battlefield. For instance, in an
ongoing project for the Navy's Office of Force Transformation, Conceros can be
used to automatically aim a vehicle’s lethal and/or non-lethal weapons in the
direction of a rifle shot detected by either infrared and acoustic shot detectors.
Target solutions can also be plotted over maps and live video utilizing Conceros .
This information can also be made available to other vehicles and to a central
command facility using Conceros over a secure, wireless connection.

8.4 Commercial Applications. There are many potential commercial applications
of Conceros technology, including video, voice and data collaboration on
computer and handheld devices.

Product Suite. Conceros and its underlying framework allow for the development of
end-user applications which inherit the functionality discussed in this document.
Commercially available products which are in different stages of development are listed
below:

9.1 Unity. Unity, a product of Solar Digital, is a real-time collaboration tool that
operates on computers for sharing of video, voice and data. Unity includes
whiteboard, video and audio conferencing, as well as sharing of multiple media
formats with users in a session. Built on the same Genesis technology (see
below) as Conceros , Unity fully interacts with all other Conceros applications.

9.2 Conceros Mobile. Conceros Mobile a limited collaboration tool for handheld
devices similar to the Unity product. This allows for collaboration of video, voice
and data over wireless handhelds. One important aspect of the technology is
that it turns a mobile handheld device into a mobile packet radio for a fraction of
the price of a traditional mobile packet radio.

9.3 Conceros Radio. Conceros Radio provides complete radio to radio and radio
to computer interoperability on multiple bands and frequencies of radio systems.
Conceros Radio works in conjunction with a radio gateway which can also
incorporate POTS devices and certain cell phones, as well.

9.4 Conceros Data. Conceros Data is a data gateway which interfaces with
multiple data sources. An administrative tool allows database administrators to
define schemas which handle the complexities of retrieving data from diverse
data sources and providing it to other Conceros nodes. Conceros Data also
provides data filtering and access restrictions in conjunction with the Conceros
C®° Server policy server.

9.5 Conceros Embedded . Conceros Embedded is limited version of Conceros ,
that when installed on a device makes it a Conceros node. As with all Conceros
nodes, the device is then able to communicate with other Conceros nodes.

9.6 Conceros C ° Server. The Conceros C ® Server combines the Command and
Control, Presence and Policy servers. The server may be distributed across
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10.0

9.7

multiple computers and/or devices for redundancy and is configurable by an
administrator.

Conceros.NET Software Development Kit. The Conceros.NET Software
Development Kit allows for the creation of applications utilizing Conceros in the
Microsoft Visual Studio.NET development environment.

Underlying Technologies

10.1

10.2

Genesis. The Conceros node model and functionality are provided by Genesis,
a technology designed and developed by Solar Digital.

DLP. The Conceros Data product is derived from PLEXOS international’s
proven Data Layer Plugin (DLP) technology. The DLP has been in use for over
five years in the oil and gas pipeline industry, facilitating the analysis of pipeline
data from several different database systems and legacy data sources.

For more information, contact:

4664 Jamestown Ave, Suite 325
Baton Rouge, LA 70808
225.218.8002
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